1 I
Welcome to the PIA for FY 2012/

Congress passed the E-Government Act of 2002 to ge the use of Web-based Internet or . . .
other information technology by Oc<m53m:~ mum:n.mm with the intention of enhancing access to government Macros Must Be m:mv_mq To Use ﬂC: .u::nn_OSN__n< For ﬂj_m Form
information and services and g the i . and quality of g ﬂmam_mnm_

Microsoft Office 2003: To enable macros, go to: 1) Tools > Macros > Security - Set to Medium: 2) Click OK; 3)
Close the file and when reopening click on Enable Macraos at the prompt.
Or 1) When file opens click on Enable Macros at the prompt.

To combat public concerns ing the di of private i ion, the E-G Act Microsoft Office 2007: To enable macros, go ta: 1) Office Button > Prepare > Excel Options > Trust Center >
various luding the i that Federal ies conduct a Privacy _:Emn” >mmmmm3m:. AV_Z Trust Center Settings > Macro Settings > Enable All Macros; 2) Click OK
:: projects with S_Eamea: technology systems that collect, maintain, and/or di

ion" of the public. P: lly identifiable information, or “personal information,” is information that may be

used to identify a specific person.

The Privacy Act and VA policy require that personally identifiable information only be used for the purpose(s) for
which it was collected, unless consent (opt-in) is granted. Individuals :._:m_ be u-oSng an ouuc:::.? to provide

consent for any secondary use of information, such as use of call for g
Final signatures are digitally signed or wet signatures on a case by case basis. All signatures should be done
when all ifications have been app! by the VA Privacy Service and the reviewer has indicated that the
mmsz e is all that is necessary to obtain approval

Directions:

VA mmoa is the directive which outlines the PIA requi for every System/, icati rogram i n Leit !

1) Not in "design mode" and
2) you have enabled macros.

Various Privacy Data Websites:
SORNSs :_http://www.rms.oit.va.gov/SOR_Records.as;

Roles and responsibilities for the specific process are clearly defined for all levels of staff in the VA Directive 6508
referenced in the procedure section of this

a. Privacy Officer is ible for the overall
Directive 6508

b. Records Officer is resp for records and deletion
c. Information Technology (IT) staff responsible for the privacy of the system data will perform a PIA in
accordance with VA Directive 6508 and to immediately report all anomalies to the Privacy Service and appropriate
management chain.

d. information Security Officer (150) is responsible for assisting the Privacy Officer and providing information
regarding security controls

e. Chief Information Officer ?.0. is responsible for ensuring that the systems under his or her jurisdiction

and review of the PIA to ensure compliance with VA

dergo a PIA. This responsibility includes identifying the IT systems; coordinating with the Privacy Officer,
Information Security Officer, and others who have concerns about privacy and security issues; and reviewing and
approving the PIA before to the Privacy Service

Personally Identifiable Information (PIl) is —any information about an individual maintained by an agency,
including (1) any information that can be used to distinguish or trace an individual's identity, such as name, social
security number, date and place of birth, mother's maiden name, or biometric records: and (2) any other
information that is linked or linkable to an individual, such as medical, educational, financial, and employment
information
Examples of Pll include, but are not limited to:
+ Personal identification number, such as social security number (SSN). passport number,
driver's license number, taxpayer identification number, or financial account or credit card

- Address information. such as street address or email address
. nmaonm_ nzmqmn»e_‘mnnm _=n_cn_:m photographic image (especially of face or other identifying
char iting, or other data (e.g . retina scan, voice
signature, _mo_m_ waimcs
* Information about an individual that is linked or linkable to one of the above (e.g., date of
birth, place of birth, race, religion, weight, activities, geographical indicators, employment
information, medical information, information, financial i

O should minimize the use, . and retention of PIl to what is strictly :mnmmmw:\ to accomplish
their business purpose and mission

(1) Release of PHI only when disclosure is also authorized by other legal ities, including 45

CFR Parts 160 and 164;

(2) Release of drug or alcohol abuse, HIV, or sickie cell anemia medical information only when the
disclosure is also authorized by 38 U.S.C. 7332.




(FY NoH‘Nv PIA: System _:mozusmzo:

Program or System Name (as shown in SMART):

OMB Unique System / Application / Program Identifier (AKA:
UPID #):

Description of System/ Application/ Program :
"must match what is stated in System Security Plan (SSP)"

Facility or Program Office Name:

Privacy Officer:

Information Security Officer:

System Owner/Delegate:

Chief Information Officer:

Information Owner:

Other Titles:

Person Completing Document:

Other Titles:

Date of Last Full Approved PIA by VACO Privacy Services: (MM/YYYY)

What specific legal authorities authorize this program or system:

[Tite 38 0f U.S.Code

What is the expected number of individuals that

have their PIl stored in this system:

Identify what stage the System / Application / Program is at:

years the system/application/program has been in operation.

The approximate date (MM/YYYY) the system will be operational (if in the Design or Development stage), or the approximate number of

Is there an authorized change control process which documents any changes to existing applications or systems?

If No, (Explain on Tab 8)

I

Is there a contingency plan in place to process information when the system is down?

Has a PIA been completed within the last three years?

. Does this system contain Federal information in identifiable form?

N l@

3. Does the system include information on the public? i

e R TIE , !
4. s there a Privacy Impact Assessment (PIA) that covers this system? e ?ﬁ:i?ﬁ%n A @
5. Is Federal-owned information in this system retrieved by name or unique L S _
6. What is the System of Records Notice (SORN) for this system?
7. Has this SORN been reviewed or updated within the last three years?

Date of Report (MM/YYYY):

Eé?? the boxes below will require a full PIA. Please continue to the next TAB and complete the remaining questions.

Page 2
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*Green Highlight = Must Answer O.:mm:o:

P,IMMJHM O wIEI»[ww

(FY 2012) PIA: System of Records

1. Isa SORN (System of Records Notice) Required?
2. Isthere a SORN already in place?

***Click to add. Delete SORN by highlighting SORN
***If Yes, select all of the appropriate SORN number(s): IVERIERNG
*+%|f Not Sure, contine to question 3 and comma if included and press the Delete key or
! place focus on area to delete m__ mOxzm

LIST OF SORN NUMBER(S) :

For each applicable System(s) of Records, list:
3. If records are retrieved using any of the following entities, A SORN will be required

%_mmmm nzmnx all Smn wnu_s

4. mwmma on Question w isa mOxz _,mn_::.m.__v
***If Yes, has the process begun to obtain/acquire a SORN Ok :

\>>\<<<< / Om R _dm
Location where the specific applicable System of Records Notice may be accessed: :xu s o_» ¥a.goy m E

S

3. System of Records

Page 4



(FY 2012) PIA: Data Collection And Storage

*Green Highlight = Must Answer Question

Please fill in each column for the data types selected.

Data Type

Collection Method

What are the subjects told about the
intended use of their information?

How is this message conveyed to
them?

How is a privacy
notice provided?

Veteran or Primary Subject's Personal Contact Information (name, address, telephone, etc)

Family Relation (spouse, children, parents, grandparents, etc)

Service Information

_ Electronic/File Transfer

Healthcars

Written

Medical Information

Verbal

Written

Written

Healthcare

Criminal Record Information N/A o ¥ ‘
Guardian Information - Verbal Healthcare A - |Written 5 Written
Education Information 1 N/A 47

Benefit Information Electronic/File Transfer  |Eligibility Written Written

Other (Explain on Tab 8)

Data Type

Storage Method

Source
(If requested, identify the specific file,
entity and/or name of agency)

Is data collection Mandatory or
Voluntary?

Veteran or Primary Subject's Personal Contact Information (name, address, telephone, etc) ~ Veteran ® Mandatory O Voluntary Verbally
Family Relation (spouse, children, parents, grandparents, etc) Veteran ® Mandatory O<c€|s§.2 Verbally
Service Information ‘Veteran @® Mandatory O Voluntary Automated
Medical Information Veteran ® Mandatory O Voluntary _|Automated
Criminal Record Information O Mandatory @ Voluntary

Guardian Information Veteran @® Mandatory O Voluntary Verbally
Education Information O Mandatory © Voluntary

Benefit Information Veteran @ Mandatory O Voluntary Verbally
Other (Explain on Tab 8) O Mandatory @ Voluntary

Proximity and Timing: Is the privacy notice provided at the time of data collection?

Purpose: Does the privacy notice describe the principal purpose(s) for which the information will be used?

Authority: Does the privacy notice specify the effects of providing information on a voluntary basis?

Disclosures: Does the privacy notice specify routine use(s) that may be made of the information?

routine use(s)

4. Data Collection And Storage

Page 5




(FY 2012) PIA: Data Sharing
*Green Highlight = Must Answer Question

** Any connection external to VA requires an ISA/MOU per VA 6500. This section below must be consistent with your
System Security Plan Interconnection Security Agreement section.

Organization

Name of
Agency/Organization

Do they access this Identify the type of
system? Data Sharing

Is Pll or PHI Shared?

What is the procedure you
reference for the release of
information?

Internal Sharing: VA Organization

O yes @ no

Other Veteran Organization

O Yes @ No

Other Federal Government Agency

State Government Agency

Local Government Agency

Research Entity

[0 other Project/ System (Explain on Tab 8)

(FY 2012) PIA: Access to Records

Does the system gather information from another system? n Oyes @ no

Please enter the name of the system: = 2 5 o At »
(FY 2012) PIA: Secondary Use

Will PIl data be included with any secondary use request? Oves @wno [JMental Health CThv = L] prug/Aicohol Counseling

Check all that apply Osickecal [ other (Bplainon Tab 8) | [J Research ;

5 Data Sharing & Access
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(FY 2012) PIA: Records Management *Green Highlight = Must Answer Question

Does this PIA form contain any sensitive information that could cause harm to the Department of Veterans Affairs or
any party if disclosed to the public?

O Yes (Explain on Tab 8) ® No

Is the data collected to only what is necessary to provide requested service?

®ves BiE i ~ O No (Explain on Tab 8) : - =

Has the data provided been verified as complete?

[ Veteran Verified [ Received From T

RCS 10-1 link for VHA:

www.va.gov/vhapublications/rcs10/rcs10-1.pdf

RCS VB-1, Part [I Revised for VBA:

www benefits va gov/WARMS/docs/admin20/rcs/part2/part2 pdf

National Archives and Records Administration:

Wwww.nara.gov

Explain why the information is needed for the indicated retention period?

Answer: Medical Care

What are the procedures for eliminating data at the end of the retention period?

Answer: The system itself is barely 40 years old and the retention is for 75 years after the death of the veteran. At this time, there

Where are these procedures documented?

s

Answer:Regionl z THE T

How are data retention procedures enforced?

Answer: Data cannot be deleted from the VISTA system by the average user. This requires "high level” ad access and

Has the retention schedule been approved by the National Archives and Records Administration (NARA) _
- ©OYes e "~ O No (Explain on Tab 8) - W SRS TR e e .

(FY 2012) PIA: Children's Online Privacy Protection Act (COPPA)

information be collected through the internet from children under age 13?

®No

6 Records Management

Page 7



(FY NEE PIA: mmnc_..z *Green Highlight = Must Answer Question

Is the sy / program ing IT security Requi and pt required by federal law and policy to ensure that
information is »venon:usz secured.
Has the sy / prog arisk i i appropriate security controls to protect against that risk, and

implemented those controls..

Is security monitoring conducted annually or as needed to ensure that controls continue to work properly, safeguarding the information?

Is security assessment conducted annually or as needed to ensure that controls continue to work properly, safeguarding the information?

T SR

explain in Tab. ;.!wi ;

o [ Media Protedion o

T
ndTraining = = T

[ CJaveeness

collected is not available to process for any reason
what will the potential impact be upon the system
or organization?
(Choose One)

Integrity Assessment: If the data being collected
has been corrupted for any reason what will the
potential impact be upon the system or
organization?

(Choose One)

the system or organization? (Choose One) z

j..m controls are being nn:w_nm«ma for the project vnwnu on the ions from the p
The minimum security requirements for our high impact system cover seventeen security-related areas with regard to protecting the confidentiality,
integrity, and availability of VA information systems and the P . stored, m.a by those systems The security-related areas
include: access control, awareness and training, audit and 1 . and security

pianning. and _:Eam:« Dt media p . physical and

protection; v.w::_an personnel security, risk assessment, systems and services mnn:_m_:o: system and communications protection, 2nd system and
information integrity. Our tacility employs all security controls in the respective high impact security control baseline unless specific exceptions have been
allowed based on the tailoring guidance provided in NIST Special Publication 800-53 and specific VA directives

7 Security

Page 8
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(FY 2012) PIA: VBA Minor Applications

Which of these are sub-components of your system?

Access Manager

Automated Folder Processing System (AFPS)

]
ri

Automated Sales Reporting (ASR)

Automated Medical Information Exchange Il (AIME I1)

BCMA Contil h = -

| __|Agent Orange A Medical Information System (AMIS)290

Appraisal System Centralized Property Tracking System Automated Standardized Performace i ide (ASPEN)
[__|ASSISTS Common Security User Manager (CSUM) Broome Closet

Awards Compensation and Pension (C&P) C lized Accounts Receivable System (CARS)
| |Baker System Control of Veterans Records (COVERS; Committee on Waivers and Compromises (COWC)

System (CDS) C ion and Pension (C&P) Record Interchange (CAPRI)
Bbraun {CP Hemo) Dental Records Manager c ion & Pension Training Website

Education Training Website

C&P Payment System

Electronic Appraisal System

Distribution of Operational Resources (DOOR)

C&P Training Website Electronic Card System (ECS) for of the Selected Reserve Program CH 1606
Electronic Performance Support System (EPSS)
CONDO PUD Builder Enterprise Wireless ing System (Blackberry]

Financial Management Information System (FMI)

EndoSoft Fiduciary STAR Case Review Hearing Officer Letters and Reports System (HOLAR)
FOCAS Financial and Accounting System (FAS] Inquiry Routing Information System (IRIS)

Inforce Insurance Unclaimed Liabilities Modern Awards Process Development (MAP-D)

INS - BIRLS. y System (IMS)

Insurance Online ive Voce (IVR) Personal Computer Generated Letters (PCGL)

Insurance Self Service

LGY Centralized Fax System

Personnel Information Exchange System (PIES)

LGY Home Loans

Loan Service and Claims

Post Vietnam Era educational Program (VEAP) CH 32

LGY Processing

hase Order System (POMS)

Veterans Canteen Web

Loan Training Website - = =
MES Reinstatement Entitlement Program for Survivors (REAPS)
Mobilization Mental Health Assistant Reserve Educational Assistance Program CH 1607
Montgomery Gl Bill National Silent Monitoring (NSM) RightFax
MUSE Powerscribe Dictation System Service Member Records Tracking System
Omnicell Rating Board Automation 2000 (RBA2000) Survivors and Dependents Education Assistance CH 35
Priv Plus Records Locator System Technical Accuracy Review (STAR)
RAI/MDS Remittance Processing System Training and Performance Support System (TPSS)
Right Now Web Review of Quality (ROQ) VA Online Certification of Enroliment (VA-ONCE
SAHSHA Search Participant Profile (SPP) A Reseive . A Program
Script Pro Spinal Bifida Program Ch 18
SHARE State Benefits Reference System Discharge System (VADS)
Sidexis State of Case/Supplemental (SOC/SSOC) Veterans Exam Request Info System (VERIS)
Synquest Telecare Record Manager Veterans _:m:wu:nn Claims .?u.znrm:n and meuozmn System (VICTARS)
Service Rep (VSR) Advisor
VBA Training Academy VBA Enterprise Messaging System P — ilitation & Employ (VR&E) CH 31

VETSNET Housekeeping —

Web Electronic Lender Identification

Web Automated Folder Processing System (WAFPS)

Web Automated Reference Material System (WARMS)

VR&E Training Website Web i of

Web LGY Web-Enabled Approval System (WEAMS)
Web Service Medical Records (WebSMR)
Work Study System (WSMS)

Explain any minor application that are associated with your installation that does not appear in the list above. Please provide name, brief description,

and any comments you may wish to include

Name

Description

Comments

Is Pl collected by this min or

Does this minar application store PII?

If yes, where? |

Who has access to this data?

|

Name

Description

Comments

Is Pl collected by this min or application?

Does this minor application store PI1?

If yes, where? T

Who has access to this data? |

1

[

Name

Description

Comments

Is PIl collected by this min or application?

Does this minor stare PII?

If yes. where?

Who has access to this data?

] [

[

S VBA Minor Applications
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(FY 2012) PIA: Final Signatures
,_umn.§< Name: W e
s e R .

Privacy Officer:

Chief Infogmation Officer:

Ty 2

Other Titles:

Date of Report:

OMB Unique Project Identifier
Project Name

The Signature Process:
« Complete the PIA form.
« Name the PIA Excel FORM [“FY12-Region # - Facility Name - Facility # -Date(mmddyyyy).xIs"]
« Example: “FY12-Region3-Lexington VAMC-596-10302008.xls”
e Submit the completed PIA Excel form to SMART Database.
 Fix errors the reviewers sent back, rename the file and submit to SMART Database
e If no errors, convert form into PDF with Nuance PDF Professional.
« Name the PIA PDF form [“FY12-Region #-Facility Name- Facility # -Date(mmddyyyy).xIs"]
» Obtain digital signatures on the “Final Signatures tab”
e Submit signed PIA PDF form to the SMART Database.

12. Final Signatures
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